Cap 4 . Sisteme de acces radio

Retele radio de arie personala (WPAN - IEEE802.15):
Bluetooth, RFID, ZigBee

Retele radio de arie locala (WLAN — IEEE802.11): WiFi

Retele radio de arie metropolitana (WMAN — IEEE802.16):
WIMAX

Retele radio de arie globala (GPRS, UMTS, LTE)
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Sisteme de acces radio

Caracteristici comune
- Rata mare de date (>1Mbps, mai putin RFID)
- Transmisie cu comutatie de pachete

- Mobilitate scazuta sau pietonala (mai putin cele de arie globala si
WiMAX mobil);

- Au functii de nivelul fizic si MAC (1 si 2 din OSI), mecanisme de
securitate specifice legaturilor radio, nivelele superiore se bazeaza
pe IP

- Utilizeaza cu precadere benzi de frecvente nelicentiate ISM (Industrial,
Scientific and Medical), (mai putin sistemele de arie globala si
WIMAX)
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WLAN

Caracteristici WLAN
- Rate binare 1Mbps...108Mbps

- Utilizabile pe distante scurte (cu statie de baza — Punct de acces , AP -
sau fara) pentru accesul fara fir la Internet:

- Cladiri de birouri (cateva camere / coridor);
- resedinte de dimensiuni mici;
- Sute de metrii in aer liber ;
- Hoteluri, aeroporturi, sali de conferinte (hot-spot)
- Consumul de putere nu este critic (mai putin pentru dispozitivele mobile)

- moduri: - Infrastructura: Statiile comunica cu Punctul de acces radio
(AP), care asigura puntea intre interfata radio si infrastructura
cablata a Internetului;

- Ad-Hoc: statiile comunica una cu cealalta fara un control
centralizat;
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Standarde WLAN

- Specifica parametrii nivelului fizic si MAC (Data Link): benzile de
frecventa utilizate, nivelul puterii de emisie, prelucrarea semnalului
pentru interfata radio (moduatie, codare), incapsularea datelor,
controlul erorii, mecanisme de QoS, interfete de comunicatie cu alt
sisteme radio (GSM / UMTS / LTE) etc.

- Organisme de standardizare pentru WiFi:
- FCC in USA
- ETSI in Europa

- ARIB in Japonia
- |IEEE (802.11)
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Standarde WLAN

Familia de standarde IEEE 802.11
- 802.11 standardul de baza pentru nivelele Fizic si MAC (1997);

- 802.11a OFDM802.11a nivelul fizic cu OFDM pentru banda 5 GHz, cu
rata binara 6-54 Mbps (1999)

- 802.11b DSSS802.11b nivelul fizic cu DSSS pentru banda 2.4 GHz, cu
rata binara 5.5 si 11 Mbps (1999,2001)

- 802.11c Supliment pentru realizarea operatiilor de bridge la nivel MAC
(1998)

- 802.11d Specificatii pentru operarea in domenii diferite (2001)

- 802.11e Suport la nivel MAC pentru QoS (2005)

- 802.11f Interaccess point protocol (2003, retras in 2006)

- 802.11g nivel fizic cu OFDM: banda 2.4 GHz, debit maxim 54Mbps (2003)
- 802.11h Imbunatatiri pt managementul spectrului si puterii (2003)

- 802.11i Imbunatatiri ale securitatii MAC (WPA2) (2004)
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Standarde WLAN

Familia de standarde IEEE 802.11
- 802.11j Imbunatatiri ale 802.11a pt 4.9-5.0 GHz in Japonia (2004)
- 802.11k Managementul resurselor radio (2007)
- 802.11ma Corectii tehnice (2007)
- 802.11n Imbunatatiri pentru thoughput ridicat (2009)
- 802.11p Accesul radio pentru mediul Vehicular (2008)
- 802.11r Roaming rapid (2008)
- 802.11s ESS Mesh Networking (2008)
- 802.11T Stabilirea unor performante radio (2009)
- 802.11u Inter-operare cu retele externe (2009)
- 802.11v Managementul retelei radio (2009)
- 802.11w Cadre Protected pt management (2009)
- 802.11y Operare in banda 3.65-3.7 GHz in USA (2008)
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Arhitectura unei retele WLAN

BSS (Basic Service Set)

- Un grup de statii controlate de un singur dispozitiv cu functie de
coordonare a emisiei radio - AP (Access Point)

- Similar unei celule (intr-un sistem celular)
- Fiecare celula are identificator: BSSID (6 Bytes) — adresa MAC a AP;

- Diametrul celulei ~ 2 x lungimea legaturii intre statie si AP

- Comunicatia intre statii — prin intermediul AP-ului

- BSS are un SSID (Service Set Identifier) de 32 Bytes (numele retelei)
|dentifica unitatea logica de
administrare . daca BSS
este independenta (IBSS) sau
Face parte in ESS.
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Arhitectura unei retele WLAN

IBSS (Independent Basic Service Set)
- Un BSS fara AP

- O statie din IBSS poate fi configurata sa initieze reteaua si sa
asigure Functia de Coordonare (radio)

- Formeaza o retea independenta fara comunicatie cu exteriorul
- Diametrul celulei ~ lungimea legaturii intre doua statii

- IBSS are propriul SSID

IBSS
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Arhitectura unei retele WLAN

ESS (Extended Service Set)

- Un grup de BSS-uri (cu acelasi SSID) interconectate de un Distribution
System (DS). DS nu face parte din ESS;

- Traficul intre BSS-uri trece prin AP-uri, iar mobilitatea intre BSS-urile
aceluiasi ESS este transparenta pentru LLC;

- Fiecare ESS are un identificator ESSID — SSID (32 octeti)
DS (Distribution System)

- Sistemul de interconectare a AP-urilor (ESS) sau a statiilor (BSS):
- Integrat : un AP intr-o retea radio singura BSS)
- pe fir : utilizeaza cabluri

pentru a interconecta AP-uri @\i—\’ 4 - > @
- radio : interconecteaza @
AP-uri prin legaturi radio DS integrat ~ BSS @J’
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Arhitectura unei retele WLAN

ESS (Extended Service Set)

BSS

ESS cu DS cablat ESS cu DS cu legatura radio
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Serviciile retelei WLAN

Servicii pentru Statie
- Autentificare / deautentificare
- furnizare de date
- asigurarea confidentialitatii

Servicii sistemul de disribuitie (DS)
asocierea / desasocierea

- reasocierea

- distributia

- integrarea
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Retele radio locale (WLAN)

Stiva de protocoale TCP/IP

pentru WLAN
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PMD - physical medium
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Nivelul fizic (Phy)

Rate
Standardul Throughput| Banda | Larg. de . | Raza tipica
inara . | Modulat Anul
Wifi (IEEE) binara (max)(3] ISM banda | OO0l |nter/exter n
(max)
FHSS/
802.11 2 Mb 2.4GHz | 20MH 20m/100 1997
bS : * |psss/Ir| <o M
802.11b 11 Mbps 4 3Mbps |2.4GHz | 20MHz CCK 35m/140m | 1999
802.11a 54 Mbps 23Mbps 5 GHz | 20MHz OFDM 35m/120m | 1999
OFDM /
802.11¢g 54 Mbps 19Mbps | 2.4GHz | 20MHz DSSS 35m /140m | 2003
72.2Mbps 24GHz | 20MHz MIMO
802.11n 150Mbps 74Mbps 5GHz | 40MHz OFEDM 70m /250m | 2009
87.6Mbps 20MHz
200Mbps 40MHz MIMO
802.118¢ | 433 3MBps SCHz | goMHz | OFDM 2012
866.7Mbps 160MHz
2.4/5/60
802.11ad | 6.75Gbps GHz 2015
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Nivelul fizic (Phy)

Canale de frecventa - Banda 2.4 GHz

- 11 canale in USA, 13 canale in EU, 14 canale in Japonia
- Banda unui canal (standard) 20MHz (g, n)/ 22MHz (b)
- Doar 3 benzi de frecventa nu se suprapun (ch [1,6,11]; [2,7,12] ; [3,8,13])
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Nivelul fizic (Phy)

Nesuprapunerea canalelor - Banda 2.4 GHz

Canale radio in banda 2.4GHz

care nu se suprapun

——————— : s-——--—=*=---=----"Non-0verlapping Channels for 2.4 GHz WLAN
) 802.11b (DSSS) channel width 22 MHz

2.4 GHz 2.4835 GHz 2.5 GHz

Ferimmeter of building floor that requires wireless coverage
Channel & - Operating on 802 .11 Channel 1 (2 .412 GHz)
Channel B - Operating on 802 .11 Channel 6 {2 .437 GHz)

Channel C- Operating on 802.11 Channel 11 (2.462 GHz)
802.11g/n (OFDM) 20 MHz ch. width - 16.25 MHz used by sub-carriers
2.4 GHz 2.4835 GHz 2.5 BHz

Acoperire optimala a suprafetei w ] !

Alocarea canalelor radio AP-urilor 802.11n (OFDM) 40 MHz ch. width - 33.75 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz

Access Point !
-0a !

900 |

|
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Nivelul fizic (Phy)

Canale de frecventa - Banda 2.4 GHz

“Interferente” cu alte sisteme: Bluetooth, ZigBee:
ZigBee RF4CE Frequency Agility

802.11b/g 802.11b/g 802.11b/g
Channel 1 Channel 6 Channel 11

11 12 13 14 (

2.400
GHz 2.485

Channel Agility

ISM Band 2.4 - 24835 Ghz
802.11b/g Channel (North America) l 802.15.4 Channel

7~ 802.11b/g Spectrum Occupancy (Typical) OZigBee RF4CE Channel 1 “ “ ” r 1 DN l 'I r
$| '!

||w y” H!| ww
QR

|-B[uelooth —— WLAN ——802.154 |

il
Il
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Nivelul fizic (Phy)

Canale de frecventa - 5GHz
- Canale tipice de 20MHz

Lower and Middle U-NII Bands: 8 Carriers in 200 MHz /20 MHz Spacing

30 MHz 30 MHz
e e

3150 5180 5200 5220 5240 5260 5280 5300 5320 5350
Lower Band Edge Upper Band Edge
Upper U-NII Bands: 4 Carriers in 100 MHz / 20 MHz Spacing

20 MHz 20 MHz
I o

R M
2723 5745 5765 5785 5805 5825
Lower Band Edge Upper Band Edge
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Nivelul fizic (Phy)

Header de nivel fizic pentru DSSS

144 ps 48 us
Preambul PLCP| Header PLCP MPDU
(32 Bytes) (6 Bytes) (34 Bytes -2346 Bytes)
= 802.11 PHY Header — ™ " ""---______
PLCP Preamble PLCP Header

L SYNC SFD SIGNAL | SERVICE | LENGTH CRC
ong 128 bits 16 bits 8 bits 8 bits 16 bits 16 bits
Sh SYNC SFD SIGNAL | SERVICE | LENGTH CRC
ort 56 bits 16 bits 8 bits 8 bits 16 bits 16 bits

- Sync: sablon de 0101... (existenta semnalului, sincronizare si selectia
antenei de receptie daca se utilizeaza diversitate spatiala)

- SFD: sincronizarea de cadru

- Signal: tipul de modulatie

- Length: durata MPDU in ps

- CRC: cod detector de err "Signal”, "Service”, "Length” (x'® + x'2 + x5 + 1)
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Nivelul fizic (Phy)

Header de nivel fizic pentru OFDM

[ PLCP Header [
-t -
RATE |Reserved| LENGTH | Panity | Tail | SERVICE Tail o
Atis | 1bi# | fotus | 100 | Ghis| I5biks PSDU i
R -~ | | |
- Coded/OFDM Coded/OFDM
~, (®PSK.r=172) | (RATE is indicated in SIGNAL) |
- - >
PLCP Preamble SIGNAL DATA

12 Symbols  |One OFDM Symbol Variable Number of OFDM Symbols

- Preambul PLCP : sablon pentru semnalului, sincronizare de cadru si
frecventa si selectia antenei de receptie (durata 4 simboluri OFDM);

- Semnal : rata de codare, lungime cadru (numarul de octeti din PSDU, biti
de completare — un simbol OFDM;

- Service: starea initiala pentru blocul de imprastiere
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Nivelul fizic (Phy)

Etapele incapsularii la nivel fizic (OFDM)
1. Produce preambul PLCP: 10 secvente scurte de antrenare ¢, .. t,,,

0,8us fiecare + 2 secvente lungi T, , T, de 3,2 us (diversitate prin selectie,
sincronizare timp, sincronizare bruta de frecventa)

2. Introducere header PLCP: "RATE, LENGTH, SERVICE”, codate
convolutional, rata 2, modulatie BPSK, + 6 biti O (tail) — un simbol OFDM

3. Din RATE se determina Nygps (nr biti date per simbol OFDM), Ngpg (Nr
biti per subpurtatoare), Ngps (nr biti codati per simbol OFDM),

4. Se ataseaza PDSU la campul SERVICE si se completeaza cu 0 pina la
multiplu de Npgps — formeaza campul DATA din cadru;

5. Operatia de imprastiere, codare cu rata 7;

6. Gruparea bitilor codati Ngpg realizarea intreteserii si apoi gruparea in
Ngpsc ,» modulatie si realizare simboluri OFDM cu 48 subpurtatoare de date
+ 4 subpurtatoare pilot (IFFT + Gl + serializare)
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Nivelul fizic (Phy)

Structura simbolurilor OFDM (inclusiv antrenarea)

8+8=16ps
< E
10=08=8ps 2x08+2x32=80ps 08+32=40ps | 08+32=40ps| 08+32=40ps

-
('_I TT T T T ( ! [ ' b ! X '
) ty to 5 r4 tﬁ tf, rﬂ tg tg.'f GI2 I T, | T, GI|SIGNAL | GI| Datal { GI| Data 2

] l |
& > >4 L > <

Signal Detect, :

Coarse Freq.
Offset Estimation
Timing Syachronize

Channel and Fine Frequency  RATE
Offset Estimation LENGTH

L SERVICE + DATA  DATA
AGC, Diversity

Selection

Schemele de modulatie/codare si ratele binare (OFDM)

Coded bits Coded Drata bits Data rate Data rate Data rate
Coding & bits per per {(Mb/s) (Mb/s) (Mb/s)
Modulation rate P . OFDM OFDM (20 MHz {10 MHz (3 MHz
subcarrier
(R) o ) symbol symbol channel channel channel
- HnL (NcEps) (NpBPS) spacing) spacing) spacing)
BPSK 1/2 1 48 24 6 35 1.5
BPSK 3/4 1 48 36 9 4.5 2.25
QPSK 1/2 2 96 48 12 (3] 3
QPSK 3/4 2 96 12 18 9 45
16-QAM 12 4 192 96 24 12 6
16-QAM 3/4 4 192 144 36 18 9
64-QAM 2/3 6 288 192 48 24 12
64-QAM 3/4 4 288 216 54 27 135
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Nivelul fizic (Phy)

Parametrii pentru sincronizare

Value Value Value
Parameter {20 AlHz channel (10 MHz channel {5 MHz channel
spacing) spacing) spacing)

Ngp: Number of data subcarriers | 48 48 48
Negp: Number of pilot subcarriers | 4 4 4
Ny Number of subcarriers. 52 (Nsp+ Nep) 52 (Ngp + Ngp) 52 (Ngp + Nsp)
total
Ap: Subcarrier frequency 0.3125 MHz 0.15625 MHz 0.078125 MHz
spacing (=20 MHz/64) (= 10 MHz/64) (=5 MHz/64)
Trry: Inverse Fast Fourter 3.2 us (1/Ag) 6.4 us (1/Ag) 12.8 pus (1/Ag)
Transform (IFFT) / Fast Fourier
Transform (FFT) pertod

Variante de realizare a simbolurilor OFDM;
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Retele radio locale (WLAN)

Cadrul MAC 802.11 (MPDU)

Preambul PLCP | Header PLCP MPDU
(32 Bytes) (6 Bytes) (34 Bytes -2346 / 7991 Bytes)
<— 802.11 PHY Header —* Frame
Bytes:
2 2 6 6 6 2 6 2 4 0-2312/7951 4
Frame |Duration Sequence QoS HT Frame
Control 1D Addrl | Addr2 f Addr3 Control Addr4 Control | Control boby CRC
<J 802.11 MAC Header [
Bits: 2 2 4 | | 1 1 1 1 |
Protocol To | From J More Pwr More
Version Type | SubType DS DS Frag Retry Mgt Data |WEP Rsvd
Frame Control Field
- Protocol Version: =0 pentru 802.11
ETTI- RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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Retele radio locale (WLAN)

Tipuri de cadre (Type):

00 - de management
01 — de control
10 — de date (11 - rezervat)

Bits: 2 2 4 1 1 1 1 1 1 1 1
Protocol To | From | More Pwr More
Version Wiss || SHETHHE DS DS Frag Retry Mgt Data WEP | Rsvd
Frame Control Field
Tvpe value Tvpe Subtype value ' . .
b3 b2 description b7 b6 bS b4 SEIPE Geacrprion
01 Control 0000-0111 Reserved
01 Control 1000 Block Ack Request (BlockAckReq)
01 Control 1001 Block Ack (BlockAck)
01 Control 1010 PS-Poll
01 Control 1011 RTS
01 Control 1100 CTS
01 Control 1101 ACK
01 Control 1110 CF-End
01 Control 1111 CF-End + CF-Ack
ETTI-RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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Retele radio locale (WLAN)

Bitii "to/from DS” + cimpurile de adrese

Bits: 2 2 4 1 1 1 1 1 1 1 1
Protocol To From More Pwr More
Version Type SubType DS DS Frag Retry Mgt Data WEP | Rsvd
........................................................ Cimpul de control ale cadrului

To DS From DS Adresa 1 Adresa 2 Adresa 3 Adresa 4

0 0 DA SA BSSID N/A

0 1 DA BSSID SA N/A

1 0 BSSID SA DA N/A

| 1 RA TA DA SA

DS — sistemul de distributie
DA — adresa MAC destinatie

SA — adresa MAC sursa

BSSID — identificatorul BSS

TA — adresa transmitatorului = adresa MAC

a statiei/AP care transmite cadru in radio

RA — adresa receptorului = adresa MAC

a statiei/AP care primeste cadru din radio

ETTI - RITc 2013
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Retele radio locale (WLAN)

Exemple pt bitii "to/from DS”
- transmisie cadru de la ST1 la ST2 in acelasi BSS (BSSID = AP_MAC)

To DS
0

From DS
0

DA = ST2 MAC
BSSID =AP_MAC

SA=ST1_MAC

- transmisie cadru de la ST1 din BSS1prin AP1 la ST2 din BSS2 prin DS cablu

To DS
1

From DS
0

DA = ST2 MAC
BSSID = AP1_MAC

SA=ST1_MAC

- transmisie cadru de la ST1 prin AP2 la ST2 din BSS2 prin DS cablu

To DS
0

From DS
1

DA = ST2 MAC
BSSID = AP2_ MAC

SA=ST1_MAC

- transmisie cadru de la ST1 (via AP1) la ST2 (via AP2) prin DS radio

To DS
|

From DS
1

DA = ST2 MAC
TA=AP1_MAC

SA=ST1_MAC
RA =AP2 MAC

ETTI - RITc 2013
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Retele radio locale (WLAN)

Descrierea bitilor din cimpul de control
- Retry — indica un cadru retransmis (=1);

- More fragments — este setat cind cadrul este urmat de alt fragment;

- Power Management — indica modul statiei: 1 — "Power save” (PS) /
0 — mod activ;

- More Data — (=1) indica faptul ca AP-ul ar emai multe date in buffer
pentru o statie in PS;

- WEP - indica faptul ca datele (frame body) sunt criptate cu WEP; in
versiunile mai noi bitul —” Protected Frame field” — indica faptul ca daele
sunt criptate.
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Retele radio locale (WLAN)

Exp: Cadre de control

RTS (Request to Send): 2 2 6 6 4
_ .« < . a | Frame ;
- RA: adresa statiei careia ii | contror |PUration| RA TA FCS

este adresat cadrul in radio
- TA: adresa MAC a statiei careia transmite cadrul in radio

- Durata estimata a transmisiei (in us), incluzand transmisia cadrului
de date sau management, a cadrelor CTS si ACK + 3 intervale SIFS

2 2 6 4
CTS (Request to Send): Frame | tion| RA FCS
Control

- similar cu RTS, doar adresa RA

- Durata estimata a transmisiei (in us), incluzand transmisia cadrului
de date sau management, a ACK + 2 intervale SIFS

Obs: RTS/CTS este utilizat daca pachetul de trebuie transmis>"RTS/CTS
threshold” (0B-2347B), altfel se utilizeaza CSMA (fara RTS/CTS).

ETTI- RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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Retele radio locale (WLAN)

Exp Cadre de control

ACK (acknowledgement): Frame
Control

2 6 4
Duration RA FCS

- RA: este adresa 2 din cadrul

receptionat anterior (de date, de management sau PS-poll )
- Durata estimata a transmisiei

= 0, daca bitul "more fragment” =0 in cadrul de date, sau cadrul
anterior este de control sau de management

= durata anterioara pentru cadrul de date sau management —
durata ACK — un interval SIFS, daca bitul "more fragment” =1;

ETTI- RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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Retele radio locale (WLAN)

Exp Cadre de control

PS-Poll (Power Save Poll): T D —

Control AID BSSID TA FCS

- BSSID este adresa AP-ului
- TA — adresa statiei care emite cadrul in radio

- AID — identificiatorul pentru asociere primit de statie atunci cand
s-a asocial AP-ului 5 5 . ¢ 4

CF-End (Contention Free End): CF(:E:?; Durationl RA | BSSID | FCS

- RA - adresa de broadcast de grup
- BSSID — adresa AP-ului
- Durata=0

ETTI - RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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Retele radio locale (WLAN)

Cadrul de date - Descrierea cimpului de tip

Bits: 2 2 4 1 1 1 1 1 1 1 1
Protocol To | From J More Pwr | More
Version Wiss | BEbles DS DS Frag Retry Mgt Data WEP [ Rsvd
Frame Control Field
10 Data 0000 Data
10 Data 0001 Data + CF-Ack
10 Data 0010 Data + CF-Poll
10 Data 0011 Data + CF-Ack + CF-Poll
10 Data 0100 Null (no data)
10 Data 0101 CF-Ack (no data)
10 Data 0110 CF-Poll (no data)
10 Data 0111 CF-Ack + CF-Poll (no data)
10 Data 1000 QoS Data
10 Data 1001 QoS Data + CF-Ack
10 Data 1010 QoS Data - CF-Poll
10 Data 1011 QoS Data + CF-Ack + CF-Poll
10 Data 1100 QoS Null (no data)
10 Data 1101 Reserved
10 Data 1110 QoS CF-Poll (no data)
10 Data 1111 QoS CF-Ack + CF-Poll (no data)
ETTI-RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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Retele radio locale (WLAN)

Cadrul de management - Descrierea cimpului de tip

Bits: 2 2 4 1 1 1 1 1 1 1 1
Protocol To | From J More Pwr More
Version S| | B DS DS Frag Retry Mgt Data |WEP Rsvd
Frame Control Field
Tyvpe value Type Subtype value . g
b3 b2 description b7 b6 bS5 bd Salitype deseriphon
00 Management 0000 Association request
00 Management 0001 Association response
00 Management 0010 Reassociation request
00 Management 0011 Reassociation response
00 Management 0100 Probe request
00 Management 0101 Probe response
00 Management 0110 Timing Advertisement
ETTI-RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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Retele radio locale (WLAN)

Cadrul de management - Descrierea cimpului de tip

Bits: 2 2 4 1 1 1 1 1 1 1 1
e e Lo | 55 "o | fres [ e { Y e | e
Frame Control Field
AR | | S
00 Management 0111 Reserved
00 Management 1000 Beacon
00 Management 1001 ATIM
00 Management 1010 Disassociation
00 Management 1011 Authentication
00 Management 1100 Deauthentication
00 Management 1101 Action
00 Management 1110 Action No Ack
00 Management 1111 Reserved
ETTI-RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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Retele radio locale (WLAN)

Cadrul de management — exemple

- Beacon (trimis periodic de coordonator) : marca de timp, intervalul de
Beacon, capabilitatile AP, SSID , ratele suportate, alti parametrii; Harta
de indicatia a traficului (TIM);

- Cerere de sondare (Probe Request): capabilitatile AP, SSID , ratele
suportate;

- Raspunsul de sondare (Probe Response): marca de timp, intervalul
de Beacon, capabilitatile AP, SSID , ratele suportate, alti parametrii fara
TIM;

- Cerere de asociere : capabilitatile AP, SSID , ratele suportate,
intervalul de ascultare;

- Raspunsul de asociere : capabilitatile AP, ID pentru stare, ratele
suportate, codul de stare;
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Retele radio locale (WLAN)

Cadrul de management — exemple

- Cerere de re-asociere : capabilitatile AP, SSID, ratele suportate,
intervalul de ascultare, adresa AP-ului curent;

- Raspunsul de re-asociere : capabilitatile AP, ID statiei, codul de stare,
ratele suportate;

- Cererea de de-asociere: codul motivului;
- Autentificarea: algoritm, secventa, stare, textul “challenge’;
- De-autentificare: codul motivului;;
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Retele radio locale (WLAN)

Cimpul de "Control al secventei”
- Doar in cadrele de date/management BO B3 B4 B15

Fragment Number | Sequence Number

- Numarul de secventa Bits: 4 12
- Indica numarul secventei din MSDU (0-4095)

- Numarul fregmentului
- indica numarul fragmentului din MSDU (0-15)
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Acces radio

Probleme de acces in transmisiunile radio

- detectarea coliziunilor nepractica (semnalul receptionat este mai
mic decit cel transmis, 0 singura antena);

- problema nodului ascuns (a): A transmiste lui B,
C nu detecteaza semnal, C transmite lui B — coliziune;
- problema nodului expus: B transmite lui A,
dar C detecteaza, D este in fara razei de acoperire A

C are de transmis lui D si amina inutil transmisia;
Solutie : DCF — CSMAJ/CA (cu anuntarea ocuparii mediului si a duratei
ocuparii de emitator si de receptor) sau PCF;

(Problema nodului expus rezolvata doar
daca statiile sunt sincronizate si pachetul &
lui C are aceeasi dimensiune ca al lui B). |
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CSMA/CA

Accesul CSMA/CA tipic

- Cererea de rezervare (RTS — Request to Send) a statiei de emisie contine
durata estimata a "dialogului” pentru transmisia cadrului de date

- Acceptarea datelor (CTS — Clear to Send) a statiei de receptie contine durata
estimata a dialogului

- Celelalte statii (care receptioneaza RTS, CTS, sau ambele) seteaza inceputul

"intervalului de disputa” la sfirsitul intervalului DIFS dupa NAV
- Confirmari ACK o PN
DIFS

emisie

SIFS—>| <—

SIFS—> <—

Statia CTS SIFS ACK
Receptie
_Contention Window _
DIFS | ~
Alte NAV(RTS) = 1 | Bdckofi-Window |INEXCEEAME]
Statii
NAV(CTS) ____Backoff after Defer
Defer Access |
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CSMA/CA

Spatiere (timpi) intre cadre (IFS)
Se definesc 4 tipuri de IFS (se folosesc si pentru a stabili prioritatea)
- SIFS (Short Inter Frame Space):
- Utilizat pentru separarea sensurilor intr-un dialog "fragment-ACK”

- este cel mai scurt IFS, dar permite Tx sa comute in Rx si sa decodeze
pachetul receptionat (include intirzierea RF a R, intirzierea PLCP a RXx,
intirzierea de procesare a MAC, intirzierea de comutare RxTX,)

- SIFS = 28us (802.11 FHSS); 10us (DSSS): 16ps (802.11a)

- PIFS (Point Coordination IFS):

- Utilizat de AP (coordonator) pentru a obtine accesul la mediu inaintea
oricarei alte statii

- PIFS = SIFS + slot teporal
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CSMA/CA

Spatiere (timpi) intre cadre (IFS)
- DIFS (Distributed IFS):
- Utilizat pentru inceperea unui nou dialog "fragment-ACK”, dupa
terminarea celui anterior
- DIFS = PIFS + slot teporal = SIFS + 2 x slot teporal
- DIFS = 78us (802.11 FHSS Phy);

- EIFS (Extended IFS):

- Utilizat de o statie care a receptionat un pachet pe care nu-| poate
“intelege’;

- amana initierea unei noi transmisii a unei statiei pt a nu avea coliziuni
cu fragmente ulterioare ale comunicatiei actuale (daca acesta nu se
termina)

- EIFS = SIFS + (8 x dimensiunea ACK ) + lungimea Preambul +

lungimea header PCLP + DIFS
SIFS<PIFS<DIFS<EIFS
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CSMA/CA

- slot temporal:

- durata CCA + intirzierea Rx/Tx + timpul de propagare prin aer (1us)+
intarzierea de procesare MAC (<2pus)

- CCA (clear channel assessment) — functia de determinare a starii
curente de utilizare mediului radio

- Durate pt DSSS: 20yus
- Durate pt OFDM: 9us(20MHz), 13us(10MHz), 21us(5MHz)

Free access when medium
is free longer than DIFS DIFS : Contention Window
~—1
DIFS <PIFS
_ SIFS )
Busy Medium [<— #4c‘<¢ff-Wmdow / V Next Frame
lot tim
Defer Access Select Slot and Decrement Backoff as long as medium is idle.
< <7
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CSMA/CA

- NAV (Network Allocation Vector):

- Indicator (din fiecare statie) al intervalului de timp cand mediul este
ocupat de o transmisie neinitiata de statie.

random

S

5
Bl | | new random
ACKa backoff
Station 1 7 slot F ieTs F 1 AcK
NAV i S 5 (10 slots)
; MAV D 5 5] ‘ Station defers
Station 2 I RTS | DATA |
b F F ol
S S S
random remaining
; backoff backoff
Station 3 = (9 slots) (2 slots) Rk
. MNAV D Station defers, but keeps backoff counter (=2) B 5
Station 4 1 ; = I DATA | |
F Station sets MAV upon receiving RTS F F
S S 5
5
|
Station 5 F | ack Station sets NAV upon receiving RTS
’\\ s
Station sets NAV upon receiving
Station 6 CTS, this station is hidden to ——
DATA station 1 time
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CSMA/CA

Cronograma operatiilor la Rx si Tx pentru CSMA/CA

J DIFS .
! PIFS R
i SIFS Slot time _ First Backoff time
Clear Channel
Assessment
PHYRXEND.ind
MAC Slot ’ Slot time | Slot time | Slot time
Boundaries < e 1
L TxSIFS Slot TxPIFS Slot TxDIFS Slot First Backoff
Boundary Boundary Boundary Slot Boundary

D2 = D1 + timpul de propagare prin aer

D1 = intirziere RxRF + intirziere Rx PLCP
M1 = M2 = intirziere de procesare MAC

Rx/Tx = timp de comutare Rx —Tx
CCAdel = CCATime - D1

ETTI- RITc 2013 Ch 04 — Sisteme de acces radio Chap 01
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CSMA/CA

Exp 1: transmisia mai multor fragmente (cadre) succesive
("More Frag = 1) < U
B PIFS\
Izzztuiii SIFS
., -
Backoff-Window
SIFS SIFS SIFS SIFS SIFS SIFS SIFS
RTS[< < >Frag.1 < < >Frag.2 < < >Frag.3 <
Sre
Dst CTS Ack|l Ack|2 Ackf3
Exp 2: Pierderea cadrului ACK in transmisia |_Dpirs
PIFS

mai multor fragmente
Alte
SIFS
Statii W
< DIFS Backoff-Window
<PIFS

SIFS SIFS SIFS
RTS g — | Frag. i SIS
ore Backoff-Wind
4 ackott-Window
CTS A
Dst — S
Ch 04 — Sisteme de acces radio Chap 01
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CSMA/CA

IEEE802.11e

AIFS[TC]
- » i e With 802.11a
ge backoff slot: 9us
AIFS[TC] qnorllty ;I'C | SIFS: 16us
PIFS: 25us
AIFS[TC] | rrl h ' DIFS: 34us
(=DIFS) 4 ergl _rrn bkl AIFS: >=34us
PIFS |p P { ? _—
< > time
SIFS SIFS I Thigh |
<—» ACK |o—» .h'.gh RTS
| panY T(F
- > SIFS
DATA Contention Window <+—» CTS
(counted in slots, Sus)
- -
defer access count down as long as medium is idle,
backoff when medium gets busy again
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PCF

Poll — eliminates contention
PC — Point Coordinator

— Polling List

— Over DCF

— PIFS
CFP — Contention Free Period

— Alternate with DCF
Periodic Beacon — contains length of CFP
CF-Poll — Contention Free Poll
NAV prevents during CFP
CF-End — resets NAV

mm
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Retele radio locale (WLAN)

Accesul hibrid PCF + DCF

Delay (due to a busy medium)
g Eoreshortened CFP

CFP repetition interval

d

»
»

" Contention-Free Period Contention Period CF Period Contention Period
DCF DCF
NAV | NAV
b 7 .
Semnalul "Beacon” si CFP
CFP_Dur_Remaining [ |<—i ) ) l¢ __________
Value in beacon | le—>i Contention Period
| DCF e ]
Beacons | | | | | | | |
DTIM DTIM DTIM
CFP Repetition interval
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Retele radio locale (WLAN)

Exp 3: Transmisia a 4 cadre MAC cu PCF
- La inceput CFP, apoi intervalul CP

" Contention-Free Repetition Interval >
Contention-Free Period
SIFS SIFS SIFS PIFS SIFS
>He »> »> b N
|Bescon| | D1+poll e e | < ol iliti >
uz2
‘ U1+ack ‘,ml J_ Ud-+ack t S Dx T;m{:n;st
— —pHe— —» . sent by Poin
PIFS SIFS SIFS No SIFS Coordinator
response Ux = Frames
to CF-Poll Reset NAV sent by polled
\ 4 stations
NAV
t CFPMaxDuration
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Operatii in WLAN

Asocierea
- stabileste relatia statiei cu AP-ul

- Statiile scaneaza benzile de frecventa si selecteaza AP-ul cu cea mai
buna calitate a legaturii

- scanare activa: se transmite "Probe request” pe un canal de
frecventa si se evalueaza raspunsul asociat;

- scanare pasiva: se evalueaza calitatea comunicatiei din mesajul
"beacon” (PCF);

- AP-ul gestioneaza o lista de statii asociate in MAC FW
- capabilitatile statiei (rata binara);
- permite repetarea semnalului (relay) in interiorul BSS;

- Adresele MAC ale statiilor sunt memorate in tabela de invatare de
comutare, impreuna cu porturile la care se afla;
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Operatii in WLAN

Autentificarea
- Pentru a controla accesul la retea
Tehnici de autentificare in WiFi:
- Se furnizeaza identitatea unei alte statii;

- Statiile se autentifica altor statii (retea ad-hoc) sau AP-ului Thainte de
transmisia de date sau de asociere;

- In sisteme deschise - nu se realizeaza autentificare (modul implicit)
- Tehnica de autentificare in WiFi — cu cheie partajata

- Sta cerre autentificare la STb;

- STb raspunde cu un fext;

- STa cipteaza textul il trimite Is STb

- STb decripteaza si trimite lui STa un cadru de managemt al
autentificarii
se utilizeaza algoritmul WEP, WPA, etc; si este optional;
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Operatii in WLAN

Crearea unui ESS
- Reteaua infrastructura se identifica prin ESSID
- Toate AP-ului din ESS trebuie configurate conform cu ESSID;
- statiile radio trebuie configurate cu SSID dorit identic cu ESSID;

- La pornirea statiilor, acestea transmit un cadru "Probe request” si
stabilesc AP-ul cu care se vor asocia astfel:

- cel mai bun AP care are ESSID identic cu SSID dorit
- cel mai bun AP, daca "SSID dorit” este "Any”.
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Operatii in WLAN

Crearea unui IBSS

Configurarea pentru functionarea ca IBSS

- Se cauta un beacon care contine acelasi SSID (nume de retea) cu cel
care este cautat;

- Daca statia receptioneaza beacon cu SSID-ul dorit de la un AP, atunci
aceasta se va asocia cu AP-ul;

- Daca statia receptioneaza beacon cu SSID-ul dorit de la o alta statie
care functioneaza in modul IBSS, atunci aceasta se va alatura IBSS-ului;

- Daca statia nu receptioneaza nici beacon cu SSID-ul dorit atunci il va
genera ea, stabilindu-si propriul IBSS-ului

Toate statiile din IBSS participa transmitand beacon
- Transmisia beacon se face dupa un timer aleator pentru fiecare statie
- Cand timer-ul expira, statia respectiva transmite beacon.
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Operatii in WLAN

Flux de trafic intra-BSS

Bridge learn

table
STA-1 2
STA-2 | 2 Association table

STA-1
STA-2
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Operatii in WLAN

Flux de trafic in ESS cu DS cablat

: AP-1000 or AP-500
Bridge learn
table
- - STA-2 | 2
Bridge learn AP-1000 or AP-500 Avaya Wireless PC-Carg
table ..” STA-1 | 1
5 . Association table
STA-2 | 1 _ Y
Avaya Wireless PC-Carg ", A
STA-1 | 2 . STA-
Association table T,
STA-1  § B
.. '0*

Packet for STA-2 Packet for STA-2

CK ACK

BSS-B
] BSS-A STA-2
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Operatii in WLAN

Flux de trafic in ESS cu DS radio (WDS)

Bridge learn

AP-1000 or AP-500

table
- - STA-2 | 2
Bridge learn AP-1000 or AP-500 Avaya Wireless PC-CaIId
table STA-1 | 2
STA=2 | 2 1| Association table
Avaya Wireless PC-Cayd
STA-1 | 2 ! STA-2
Association table Wireless
STA-L Packet for STA-2 Ce Relay
WDS ,,/
Relay = ACK
Packet for STA-2 Packet for STA-2
ACK
ACK
BSS-B
STA-1 BSS-A STA-2
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WLAN

Tmbunété’;iri WLAN in IEEE802.11n
Nivel fizic
- Utilizare MIMO-OFDM (Multiple Input Multiple Output) — 2,4,8 antene de
emisie / receptie Mo aiiias WGitpceideh

Transmitter Receiver

7 . ,,..,-'.-""'; \/ ™

HlMO Channel
Channel Matrix,H

- multiplexare spatiala
- codare spatio-temporala
- formarea spotului (beam forming)
- Extindere banda canal
N Tiand M R

N Ive I M AC - multipla parallal channsls

- Agregarea cadrelor cu una sau mai multe destinatii;

- Agregarea datelor
- Blocare ACK
- Management de putere
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Retele radio locale (WLAN)

f
a
C
e
b

L .
1* = LA
é d APZ e
AP

(a) --— The station finds AP1, it will authenticate and associate.

{b) ---- As the station moves, it may pre-authenticate with APZ.

(c) --—- When the association with AP1 is no longer desirable, it may reassociate with AP2.

(d) ---- APZ2 notify AP1 of the new location of the station, terminates the previous association with AP1.
(e) ---- At some point, AP2 may be taken out of service. AP2 would disassociate the associated stations.

{f) --— The station find another access point and authenticale and associate.
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WLAN

Performante IEEE802.11n cu tehnici de nivel fizic
- Cu un flux radio (SISO)

Modulatie Rata Nr. Rata binara Rata binara
Codare | Purtdtoare Mbps Mbps
date (GI=800ns) | (GI=400ns)
BPSK 1/2 52/108 6.5/13.5 7.22/15
QPSK 1/2 52/108 13/27 14.44/30
QPSK 3/4 52/108 19.5/40.5 21.66/45
16QAM 1/2 52/108 26/54 28.88/60
16QAM 3/4 52/108 39/81 43.33/90
64QAM 2/3 52/108 52/108 57.66/120
64QAM 3/4 52/108 58.5/121.5 65/135
64QAM 5/6 52/108 65/135 72.22/150
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WLAN

Performante IEEE802.11n cu tehnici de nivel fizic
- Cu doua fluxuri radio MIMO 2x2

Modulatie Rata Nr. Rata binara Rata binara
Codare | Purtdtoare Mbps Mbps
date (GI=800ns) | (GI=400ns)
BPSK 1/2 52/108 13/27 14.44/30
QPSK 1/2 52/108 26/54 28.88/60
QPSK 3/4 52/108 39/81 43.32/90
16QAM 1/2 52/108 52/108 57.76/120
16QAM 3/4 52/108 78/162 86.66/180
64QAM 2/3 52/108 104/216 115.32/240
64QAM 3/4 52/108 117/243 130/270
64QAM 5/6 52/108 130/270 144.44/300
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WLAN

Performante IEEE802.11n cu tehnici de nivel fizic
- Cu 4 fluxuri radio MIMO 4x4

Modulatie Rata Nr. Rata binara Rata binara
Codare | Purtatoare Mbps Mbps
date (GI=800ns) | (GI=400ns)
BPSK 1/2 52/108 26/54 28.88/60
QPSK 1/2 52/108 52/108 57.76/120
QPSK 3/4 52/108 78/162 86.64/180
16QAM 1/2 52/108 104/216 115.52/240
16QAM 3/4 52/108 156/324 173.32/360
64QAM 2/3 52/108 208/432 230.64/480
64QAM 3/4 52/108 234/486 260/540
64QAM 5/6 52/108 260/540 288.88/600
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